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Abstract

In recent decades, the production of information in studies and research papers on the subject of 
cybersecurity have addressed the convenience of developing cyberdefense capabilities regardless of whether 
the scope is industrial or military, corporate or State. However, despite the generation of policies to 
contribute to the synergy of protection, cybersecurity threats continue to grow, affecting all organizations 
regardless of their size. The article deals with the existing guidelines, policies and environments within the 
international framework of cybersecurity in the maritime environment and identifies how these are taken 
through particular measures to the environments of military maritime units.

Key words: Maritime cybersecurity, ships - military vessels, maritime risk management, cybersecurity 
threats

Resumen

En los últimos años, multitud de trabajos de investigación relacionados con el tema de la ciberseguridad, han 
demostrado la necesidad de desarrollar capacidades de ciberseguridad y ciberdefensa, con independencia 
del ámbito de actuación (civil, militar, corporativo, industrial o gubernamental). Sin embargo, y a pesar 
de la aparición de nuevas políticas para contribuir a la protección de las amenazas de ciberseguridad, estás 
no han conseguido doblegar el creciente número de amenazas a las que se ven sometidos los sistemas, y 
que afectan a todas las organizaciones sin importar su tamaño. Por ello, en el presente artículo se analizan 
los lincamientos, políticas y entornos existentes dentro del marco internacional de la ciberseguridad en 
el entorno marítimo y se identifican como estas son implementadas, mediante medidas particulares a los 
entornos de unidades marítimas militares.

Palabras claves: Ciberseguridad marítima, barcos - buques militares, gestión de riesgos marítimos, 
amenazas de ciberseguridad.
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Introduction

The digital transformation that different sectors 
have undergone leads to the incorporation of new 
technological advances and modes of operation 
in their infrastructures, for the maritime field 
this includes ships, ports and other facilities [1]. 
The above, allows cybercriminals to focus their 
efforts to carry out attacks against companies 
in the maritime industry, leading experts to 
consider cyber threats as a major obstacle to the 
digitalization demanded by the sector [2], at the 
same time, the digital attack surface is increasing 
and incidents can have serious consequences for 
important sectors with an impact at all levels [3].

Although greater interconnectivity between ships, 
personal devices and onshore infrastructure has 
improved operational efficiency and physical 
security, it also increases the risks of cyberattacks 
[4], making it necessary to focus efforts on the 
identification of technical issues, legal frameworks, 
among others, with a maritime impact, without 
neglecting issues such as blackmail, extortion, and 
ship hijacking, among others [5]. All this makes 
it necessary for the different stakeholders to join 
efforts to prevent and build capabilities to respond 
to technological incidents.

In the maritime sector, regardless of whether its 
scope is military or civilian, the integration of radar 
systems, Automatic Identification System (AIS) and 
Electronic Chart Display and Information System 
(ECDIS) through digital technologies, provides 
several benefits for maritime operations, it also 
makes ships prone to have greater vulnerabilities 
on board, increasing the risk to cyberattacks [6].

In addition to the risks identified that are to be 
mitigated, there are those that are continuously 
generated as a result of a society where digital 
interconnection prevails every day, but due to the 
cultural and work dynamics, preventive procedures 
are put aside, which makes it more important 
to have risk management procedures in place 
in order to identify that personnel management 
and its technological culture is one of the most 
predominant aspects to close the vulnerability gap.

This document analyzes the international guidelines 
and/or policies that have been issued as part of the 
maritime cybersecurity mitigation measures and 
the way they have been addressed by the Colombian 
Navy, with an emphasis on an approach to the 
security culture and the management of human 
factors in the existing measures. Based on the 
above, some general recommendations and lines of 
work are proposed that seek to strengthen different 
aspects of this important issue.

Context

In recent years, several studies and researches have 
characterized cyberspace as a military domain, 
which is why States seek day by day to build and/ 
or increase their military capabilities through 
the alignment of policies for the acquisition 
of resources, allocation of personnel, etc. 
However, this environment has its own climate, 
characteristics and questions that necessarily 
modify the use of techniques that are addressed 
in traditional warfare scenarios.

Different bodies have taken the initiative to 
generate guidelines, policies and preventive 
measures focused on the protection of onboard 
systems and their entire IT infrastructure, 
such as the provisions of the International Ship 
and Port Facility Security Code (ISPS) [7], the 
International Ship Safety Management Code 
(ISM Code) [8], the provisions issued by the 
International Maritime Organization (IMO) 
on Maritime Cyber Risk Management (MSC- 
FAL.l/Cir.3) [9] and different recommendations 
and standards issued by the industry (such as ISO, 
NIST, etc.) for the mitigation of vulnerabilities 
and cybercrime.

It is worth noting that maritime security system 
assessments have focused on identifying risks, but 
have not taken the critical (and costly) next step 
of directly addressing the vulnerabilities present 
specifically in the maritime sector. While such risk 
assessments are important, it is still in the process 
of detailing safety issues in the systems that control 
ships and their ports of call [10].
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Guidelines Policies and People

Studies developed in recent years indicate that 
there are prudent measures that individuals, 
organizations and nations can implement to 
improve their cybersecurity. These best practices 
lead us to the four areas vulnerable to cyber 
incursions: Software, Hardware, Policies and 
People [11].

The programs and equipment are the most 
addressed from the technical area, which is why 
policies and people are developed in greater detail.

Main International Organizations:

OAS - Organization of American States

Its origin dates back to the First American 
International Conference, held in Washington, 
D.C., from October 1889 to April 1890 [12].

The regional efforts of the OAS-led Cybersecurity 
Program are multifaceted and focus on three axes, 
as summarized at Table 1:

Table 1. OAS Cybersecurity Program. Taken: [13]

Cybersecurity Program

I II Ill

Policy development: Capacity building: Research and awareness raising:

The Program assists OAS member states 
in developing national cybersecurity 
strategies that involve all relevant 
stakeholders and are tailored to each 
nation’s legislative, cultural, economic, and 
structural situation of each Member State.

The Program helps to establish national 
computer security incident response 
teams (CSIRTs) and provides tailored 
technical assistance and training 
opportunities. Additionally, it has 
the CSIRTAmericas network, which 
provides intelligence on cyber threats 
and trends in the region.

The Program develops technical 
documents, toolkits, and reports to guide 
policymakers, CSIRTs, infrastructure 
operators, private organizations, and 
civil society by highlighting current 
developments and identifying key 
cybersecurity issues and challenges in 
the region.

NATO

The purpose of the North Atlantic Treaty 
Organization - NATO is to guarantee the freedom 
and security of its members through political and 
military means.

Although there has been an increased awareness 
on maritime cybersecurity in the industry, the 

results of several surveys show that there is still 
room for improvement from the technological and 
organizational point of view [14], which has driven 
NATO to direct the field of cybersecurity and 
adopt the guidelines indicated in Table 2, which 
directly impact the military field.

The achievement of adequate security policies and 
measures is useless unless they come hand in hand 

Table 2. NATO policy on cyber defense. With information: [15]

NATO policy on cyber defense

Developing the NATO 
cyber defense capability

Increasing NATO cyber 
defense capacity Cooperating w ith partners Cooperating w ith industry

NATO’s Computer Incident 
Response Capability 
(NCIRC) protects NATO’s 
own networks by providing 
centralized, round-the- 
clock cyber defense 
support.

NATO continues to improve 
the state of its cyber defense 
through education, training and 
exercises.
NATO conducts regular 
exercises, such as the annual 
Cyber Coalition Exercise, and 
is also enhancing its capabilities 
for education and training.

Engagement with partner countries 
and other international organizations 
to improve shared security by 
identifying common approaches. 
NATO works with, among others, 
the European Union (EU), the 
United Nations (UN) and the 
Organization for Security and 
Cooperation in Europe (OSCE).

The private sector is a 
key player in cyberspace. 
Information sharing, 
exercises, training and 
education are just a few 
examples of areas where 
NATO and industry are 
working together.
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with the achievement of a cybersecurity culture 
based on awareness raising, teaching and learning; 
the entire cyber risk environment is framed in 
initiatives of different organizations such as NATO 
and the UN that are segregated to organizations in 
the maritime field for its application from the civil 
and military sector.

IMO: International Maritime Organization

The United Nations Organization, based in the 
United Kingdom, is responsible for the safety 
and security of navigation and the prevention of 
pollution at sea.

It is the global authority responsible for setting 
standards for safety, security and environmental 
performance to be observed in international 
shipping. Its main function is to establish a 
regulatory framework for the maritime transport 
sector (80% of the world’s shipping industry moves 
by sea) that is fair and effective, and that is adopted 
and applied internationally [16].

As part of the strategies, it issued the Guidelines 
on Maritime Cyber Risk Management in 2017 to 
strengthen cyber security in consideration of the 
digitization of ships. As part of these guidelines, the 
IMO recommended that each flag state integrate 
and manage cyber risk issues in the vessels safety 
management system (SMS) in accordance with 
the International Safety Management Code 
(ISM Code) [17], issued Circular MSC-FAL.l/ 
Circ.3 Guidelines on the effective management of 
maritime cyber risks [9], and Resolution MSC.428 
Management of maritime cyber risks in safety 
management systems [18].

TMSA: Oil Companies International Marine 
Forum

Another organization that has reacted to these 
changes and quickly updated its guidelines to the 
new circumstances is the OCIMF (Oil Companies 
International Marine Forum), a voluntary 
association of companies involved in the maritime 
transportation of crude oil, oil and gas, whose 
mission is to be the leading authority on the safe 
and environmentally responsible operation of oil 

tankers, terminals and offshore support vessels; its 
TMSA (Tanker Management and Self Assessment) 
program provides such companies with means to 
improve and measure their SMS, including in it 
cybersecurity aspects and requirements applicable 
to these sectors [19], which include the following:

1. Patch and software management procedures.
2. Processes and guidelines for the identification 

and mitigation of cyber threats.
3. Password management procedures.
4. Development of a cybersecurity awareness and 

training plan for all personnel involved.

IMCA: International Maritime Contractors
Association

IMCA (International Maritime Contractors 
Association) represents the majority of contractors 
and production chains associated with the offshore 
maritime construction industry and its main 
objective is to help organizations prioritize defense 
against today’s most common and damaging 
attacks on IT infrastructures [20].

It has also updated its recommendations on cyber 
threats, which are included in its Security Measures 
and Emergency Response Guidance - IMCA SEL 
037/M 226 [21], consisting of 20 controls and sub­
controls focused on various technical measures and 
activities. The following are included:

• Active management of device inventory and 
authorized and unauthorized software.

• Bastioning of end devices and network devices.
• Assessment of the team’s cybersecurity skills 

and training program.
• Penetration testing to assess the strength of an 

organization’s defenses.

National Navy of Colombia

The National Navy of Colombia, in order to 
secure the information that is stored, processed 
and transmitted in the different computer assets 
and data centers, issued the information security 
policies, framed in its Permanent Directive 2014-18 
[22], which defines and establishes the mechanisms 
for measuring information risk, the roles and 
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responsibilities at each level of the generation and 
custody of information, which measures must be 
implemented to secure the information and the 
media in which it is stored and processed, and the 
means for the transmission of this information 
between data centers and terminal stations.

Similarly, and for the proper implementation of 
the directive, the Digital Security Manual [23] 
has been established, which defines the guidelines 
and procedures for the implementation of the 
security directive of the units of the Navy of 
Colombia; therefore, the units of the naval fleet 
must implement all the necessary measures for 
the assurance of the information and systems used 
for processing, among others; this manual covers, 
inter alia, aspects such as:

• Assessment and treatment of information 
security risks.

• Asset management.
• Physical and environmental security: Measures 

to prevent unauthorized access to facilities,
• information generation, processing and 

transmission equipment, protection against 
external and environmental threats.

• Safety of operations: Defines system and asset 
protection measures, information backup 
copies, systems and operational software 
assurance, among others.

• Management of information security incidents: 
establish criteria for treatment, registration of 
the incident and handling, update of risks and 
their management.

Fig. 1 shows the main information assets on which 
the protection mechanisms related to the policy are 
established [22], the same assets that are found in 
all naval units and must be protected in accordance 
with the information security guidelines, thus 
protecting the systems from possible attacks on the 
information or the systems used for its generation, 
processing and/or transmission, attacks that will 
not only put the information at risk, but also the 
integrity of the ships and their crews.

The maritime sector needs a clear identification and 
understanding of the threats to which it is exposed, 
especially in the transport and tourism sector, since 
the military sector, due to its own operational 
conception, has implemented complementary 
methodological strategies for risk management.

Fig. 1. Information assets. Source [23],

Physical and/or digital: databases, files, 
contracts, system documentation, research

Intangible

Reputation and image 
of the institution

People
Considered to be information 
assets due to their knowledge, 

skills, experience and 
critically for the processes

Information

Services
Computing (web), communication (email) 

and/or general (energy)
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Table 3. Main existing security framework(s) for addressing cybersecurity in the maritime industry

NIST ISO MITRE COBIT BSI IT 
Grundschutz

OWASP ENISA

ORIGIN
United States
Government

International
Organization for
Standardization

Mitre Corporation Information Systems 
Audit and Control 

Association: ISACA

Federal Office of 
Information Security

OWASP Foundation 
Non-profit organization

European Union Agency 
for Cyber-Security

OBJECT

A set of guidelines 
used to minimize 
organizational 
cybersecurity risks.

Details specific 
security controls, 
internal policies and 
standardized 
protocols that are 
recommended to 
protect data from 
misuse or theft

To represent 
adversary tactics used 
in a security attack. 
Documents 
procedures, 
techniques and tactics 
that can be used for 
advanced persistent 
threats.

To research, develop, 
publish and promote an 
authoritative, up-to-date 
international set of 
generally accepted 
information technology 
control objectives for 
day-to-day use.

To provide practice- 
oriented minimum 
standards and 
recommendations for 
action in the area of 
computer and web 
security.

OWASP is a computer 
security community that 
works to create articles, 
methodologies, 
documentation, tools and 
technologies that are 
released and can be used 
free of charge by anyone.

To improve information 
security in the European 
Union. To contribute to the 
development of an 
information security culture 
for the benefit of citizens, 
consumers, businesses and 
public sector organizations 
in the European Union.

METHOD

Identify, protect, 
detect, respond and 
recover

Plan, do, check and 
act

Use of tactics, 
techniques and 
procedures on a 
common basis

Planning and 
organizing, acquire and 
implement, deliver and 
support, evaluate and 
monitor

Methods, Instructions, 
Recommendations 
and Aids - Self-help.

Open and collaborative 
code.

Development of guidelines, 
best practices, risk analysis 
and assessment, and 
awareness.

USER
Individual companies 
and other 
organizations

Companies and 
organizations

Industrial 
environments

Governments and 
businesses.

Companies and
organizations

Companies, educational 
organizations and 
individuals

European Union States and 
private sector

PURPOSE

The NIST Framework 
categories are focused 
on optimizing risk 
management and 
improving the 
security of systems 
and assets. They 
evaluate the actions 
and policies that are 
compared with the 
planning, objectives 
and resources for 
continuous 
improvement.

This family of ISO 
27000 standards 
seeks to guide an 
organization in the 
implementation of 
an Information 
Security 
Management 
System (ISMS) 
using the ISO 27001 
standard together 
with others. E.G. 
IEC 61162-460, 
ISO 16425:2013, 
IEC 62443-4- 
1:2018, etc.

Structured list as a 
way to describe and 
classify the known 
trends of attackers 
orderly recording in 
matrices the tactics 
and techniques used 
providing a taxonomy 
of the actions that are 
carried out both on 
the offensive and 
defensive side in 
cybersecurity aspects.

Defines the components 
for creating and 
sustaining a governance 
system: processes, 
organizational 
structures, policies and 
procedures, information 
flows, culture and 
behaviors, skills and 
infrastructure, elements 
known in the model as 
Catalysts.

This methodology for 
information security 
management systems 
(ISMS) encompasses 
technical, 
organizational, 
infrastructure and 
personnel aspects in 
equal measure. It 
provides a systematic 
approach to 
information security 
that is compatible 
with ISO.

One of the fundamental 
principles of OWASP is 
that all of its materials are 
freely available and easily 
accessible on its website, 
making it possible for 
anyone to improve the 
security of their own web 
applications. The materials 
offered include 
documentation, tools, 
videos and forums. Perhaps 
its best-known project is the 
OWASP Top 10.

To provide support and 
resources to the member 
states and the institutions of 
the European Union in 
relation to cybersecurity. 
This includes sharing best 
practices, promoting 
collaboration among 
stakeholders, and providing 
technical assistance in the 
development of 
cybersecurity policies and 
strategies.

CERTIFIES No Yes Yes Yes Yes Partial/ Courses No

REFERENCE [24], [25] [26] [27] [28], [29] [30] [31] [3]

M
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Cybersecurity frameworks play a key role in 
providing structured and detailed guidance for the 
protection of critical systems, risk management 
and incident response. These frameworks enable 
maritime organizations to build robust cybersecurity 
capabilities, identify vulnerabilities and implement 
appropriate controls to mitigate associated 
risks. In addition, by following internationally 
recognized frameworks, maritime organizations 
can establish common and standardized practices, 
which facilitates collaboration and sharing of 
threat information in the sector seeking to foster 
resilience processes in an increasingly challenging 
environment. Table 3 presents a summary of some 
of the existing cybersecurity frameworks that, from 
an industrial point of view, have been applied in the 
maritime field to encourage their implementation in 
risk management.

Policy Consolidation

Maritime operators, from an industrial and 
commercial point of view, are required from 
January 2021 to comply with a series of security 
requirements and obligations, and must approve 
security policies for networks and information 
systems based on the principles of comprehensive 

security, risk management, prevention, response 
and recovery, lines of defense, periodic reassessment 
and segregation of duties [32]. Military vessels, due 
to their own operational nature, adopt some of 
the recommendations and integrate them as part 
of the technological threat mitigation process by 
carrying out some of the recommended activities, 
highlighting the cycle proposed in Fig. 2.

Conclusions

The main conclusions of this article are presented 
below:

• Cybersecurity is a race between attackers and 
defenders, where the advantage goes to the 
attacker, because they can choose the attack 
methodology and have the time to choose the 
best way to do it. Since we cannot be completely 
sure, we must take all the knowledge that we can 
add between the events that have occurred and 
the technological analysis of our organization.

• The exponential use of data for analysis and 
decision making, smart ships, the “industrial 
internet of things” IIoT, among other factors, 
is increasing the amount of information 
available for organizational use as well

Fig. 2. Basic aspects to fulfil. Source: own design

Risk 
analysis

Management 
with third 

parties
Activity log

Continuous 
evaluation

Physical and 
technological 

measures

Recovering 
and 

securing

Incident detection 
and management

Personnel 
management
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as for cyberattackers. Although there are 
working frameworks, official references and 
technological tools, cyber risk management 
in the maritime field still lacks working spaces 
from the organizational, technological and user 
spheres for maritime cybersecurity to become 
an inherent part of ships at all levels, ranging 
from onshore managers to ship personnel, 
led by their captain and those tasked with 
cyberthreat technology.

• The continuous technological evolution means 
that all the measures taken for the mitigation 
of risks aboard ships are constantly evaluated, 
according to the policies and reports that 
are permanently generated by the different 
stakeholders involved in the operation and 
maintenance of systems, but this must go 
hand in hand with adaptation, depending on 
the application environment.

Future Work

In order to continue developing the proposed issues 
and master the subject, the following future works 
are proposed:

• To identify possible existing gaps in 
frameworks, standards, guidelines, rules, etc. 
in order to propose an initial viable solution 
for the vessels built in and that are part of 
COTECMAR.

• To support the construction of a framework 
to characterize, measure and take actions 
to mitigate vulnerabilities using knowledge 
bases, expert input, etc. as backbone.

• Based on the items described above, to 
propose a case study to conduct a review of: 1. 
Cybersecurity practices currently applied and 
2. Cybersecurity practices generated from the 
proposal.
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